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Important Message About Your Personal Information
	


Dear                  ,
On behalf of the Colorado Department of Health Care Policy and Financing, and the Colorado Department of Human Services - which oversee Colorado’s medical, food, and cash assistance programs - we are writing to let you know that some of your personal information may have been disclosed to another citizen due to a technical system issue that we encountered. This is considered a reportable information breach under the Health Insurance Portability and Accountability Act of 1996 (HIPAA), a federal law that helps protect the privacy of health information. We take seriously our commitment to protect your information and sincerely apologize for this incident. It will  not affect your benefits in any way.

What Happened

Between 12/14/25 and 12/21/25, certain information which you included in your Application for Benefits was accidentally disclosed to our PEAK electronic database maintained by our technology vendor. Another member who signed into their personal PEAK account was able to view some of your personal information. This data sharing was unintentional. We discovered this error on 12/17/25 and corrected the mistake quickly. The PEAK user is no longer able to view your information. No other technology systems with your data were impacted.

What May Have Been Disclosed
 
Your personal information including first name, last name, DOB, age, SSN and benefit eligibility status for medical and financial assistance programs was potentially seen by another client.

What Are We Doing

Our technology vendor fixed the technical system issue on December 21, 2025, and we have taken steps with them to prevent this error from happening again. We are notifying you that your personal information described above was unintentionally disclosed to another member so you may take the necessary steps to also protect your data.

What You Can Do

Whenever someone’s information is disclosed, there is a risk of identity theft and fraud. We encourage you to regularly review your bank accounts, credit card accounts, and your free credit reports to look for any suspicious activity and errors. Because your social security number, name and date of birth was among the data which was viewed, to help protect your identity, we are offering a free two-year membership to Aura’s Identity & Fraud Protection. To activate your membership and start monitoring your personal information, please follow the steps below: 

1. Go to https://aura.com/activate 
2. Enter your unique activation code
3. Follow the on-screen instructions to create your account
4. Set up protection from your Aura dashboard
5. For questions or help with set up, please call 833-552-2123.

Additional resources that may provide helpful tips in preventing identity theft and fraud: 

You also have the right to file a police report if you ever experience identity theft or fraud. To file a report with law enforcement for identity theft, you will likely need to provide some proof that you have been a victim. Contact your local police department if you have questions about the type of proof you will need.

Office of the Attorney General
Website: www.stopfraudcolorado.gov/fraud-center/identity-theft.html

Federal Trade Commission (FTC)
Website: www.ftc.gov

The FTC can provide information on fraud alerts, credit freezes, and you may access a free credit report. Visit www.identitytheft.gov.1-877-ID-THEFT (1-877-438-4338), 600 Pennsylvania Avenue NW, Washington, D.C. 20580; www.identitytheft.gov; and TTY: 1-877-382-4357. Please file a complaint with the Federal Trade Commission if your information has been misused.  

· You may also visit www.annualcreditreport.com or call 1-877-322-8228 to get your free credit report.
 
To place a fraud alert, credit help, or receive other assistance from one of the three credit bureaus:
 
	Experian
(888) 397-3742 www.experian.com/fraud alert
PO Box 9532
Allen, TX 75013
	TransUnion
(800) 680-7289
www.transunion.com/fraud-alerts
Fraud Victim Assistance Division
P.O. Box 6790 
Fullerton, CA 92834-6790
	Equifax
(888) 766-0008
https://www.equifax.com/personal/credit-report-services/ 
Equifax Information services LLC
PO Box 105788
Atlanta, GA 30348-5788

	https://www.experian.com/help/
	https://www.transunion.com/credit-help
(800) 916-8800
	(888) 298-0045

	Experian Credit Freeze
P.O. Box 9554 
Allen, TX 75013
	TransUnion Credit Freeze P.O. Box 160
Woodlyn, PA 19094
	



Again, we apologize for this inconvenience. We remain committed to protecting your personal information.
 
If you have questions about this incident, please email Jane.Wilson@state.co.us or Roberta.S.Lopez@state.co.us. 
 
Sincerely,
  
 
Roberta Lopez						Jane Wilson
 
Roberta Lopez                                	        			Jane Wilson
CDHS Privacy Officer     					HCPF Privacy Officer
 
Encl:  Help In Your Language guide
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